
 
 

er 
Closed Circuit Television  

CCTV 

 
Corporate Code of Practice 

 
 
 
 
 
 
 
 

 
 
 

 
Version      Date 

V1.7 (WiFi) December 2005 
V1.9 (3) April 2006 

 

 
The City of Westminst

 

 



 

 
The Aver Consulting Sola Consulting Partnership for Westminster City Council – version V9  ii 

CONTENTS 
 Page No 

 
ii 

Certificate of Agreement iii 

Sections 

3 

8 

 12 

 System and the Code of Practice 14 

5. Staffing and Operation of the Control Room 16 

18 

orded Material 19 

8. Data Protection, Human Rights and Privacy 21 

ject Access Requests 23 

25 
 

Attachments 
Request for video viewing / extract of data form  
  

 
Contents 

 

 

1. Introduction and Objectives 

2. The System 

3. Accountability and Public Information

4. Assessment of the

6. Control Room Security 

7. Handling of Rec

9. Data Sub

10. CCTV Copy Prints 



 

The Aver Consulting Sola Consulting Partnership for Westminster City Council – version V9 3 

1. INTRODUCTION AND OBJECTIVES 

ent and 
ployed and in 

tem). 
era technology 

efore applicable to and used for all CCTV 
Sys  currently 
includes

t ‘Fixed’ CCTV System, monitored 
o, 

1 ) camera units (OCTV) and  
 Council 

(WCC) as part of a pilot project. 
can request to view Recorded Material 

or complain about how the System is managed.   
Objective
1.5. The

i) sers’ may 
ertake their departmental, 

business unit or contractual responsibilities for the City Council 
 
ii) of crime and 

 

ng to identify, apprehend and prosecute offenders,  

ncil with 
to take criminal and civil action in the courts,  

iii) provide a reduction in the fear of crime and provide reassurance 

)  work, trade and 

v) assist in the overall management of the public space 
vi) assist the City Council in its enforcement and regulatory 

functions within the area of coverage. 
vii) assist members of the public, businesses or professional 

individuals with their requests for the appropriate or permitted 

Introduction 
1.1. This Code of Practice explains the purpose, use, managem
monitoring of the various CCTV Systems that are currently de
operation around Westminster (hereinafter referred to as the Sys
1.2. CCTV Systems means all operations that utilise cam
irrespective of its means of transmission or mode of image storage 
1.3. This Code of Practice is ther

tems whether fixed or moveable (including re-deployable). This
: 

1.3.1. the Westminster CCTV Trus
from the CCTV Control Room at the Trocader

1.3.2. the vehicle-based CCTV systems,  
.3.3. the re-deployable (GSM

1.3.4. WiFi enabled cameras deployed by Westminster City

1.4. It also explains how the public 

s of the System 
 objectives of the System are to: 

provide a tool by which the permitted or authorised  ‘u
better and more efficiently und

assist in the detection, prevention and deterrence 
disorder in the area this will include:  

• countering terrorism, 

• helpi

• provide the police, other agencies and the City Cou
evidence 

to the public 
iv increase public safety for those people who live,

visit Westminster 
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ion pertaining to incidents that may occur within the area 

1.6. The
i) nsure that the System is operated fairly, impartially and within 

ii) To ensure that the System is operated in accordance with the 

 may be 

iv) and the 
rovided by 

Article 8 of Schedule 1 to the Human Rights Act 1998, which states 
te and family 

v) To ensure that anyone who makes use of the system should 
e of 

vi) tem should be 
aware of the legislative requirements such as the Data 

PA) or the Freedom of Information Act 
ch 

dard Operating Procedural 
ms, the re-

ll aspects of 
ser SOP 

ual 
Any major changes to either the Code or the SOP’s will take place only 

after consultation with all relevant interested groups, and upon the agreement of 
all organisations with a participatory role in the operation of the System.  A minor 
change, (such as may be required for clarification and will not have such a 
significant impact) may be agreed between the Manager and the Owner of the 
system. 

informat
of coverage 

 Principles of the Code 
  principles of the Code are: 

To e
the law 

objectives defined in this Code of Practice 
iii) To protect and respect the rights of all individuals who 

filmed 
To offer a balance between the objectives of the System 
need to safeguard the individual’s right to privacy, as p

that everyone has the right to respect for their priva
life.  

comply fully with and to be accountable under this Cod
Practice. 

To ensure that anyone who makes use of the sys

Protection Act 1998 (D
(FoI) and comply fully with and be accountable under su
legislation 

Standard Operating Procedural Manual 
1.7. This Code is supplemented by separate Stan
Manuals (SOP’s) for the fixed System, the vehicle based Syste
deployable or WiFi transmitted systems, which offer instructions on a
the operation of those individual System applications.  The individual u
manual is based upon the contents of this Code of Practice. 
Changes to the Code or the Standard Operating Procedural Man
1.8. 
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 is available on-line internally on The Wire 
stminster website. 

 which ensures 
that staff are encouraged to report breeches to this code in strict confidence 

e Human Resources Department  

1.1 planation for some of the frequently used 
terms and titles used within this Code and the SOP  

iii) l time recording and playing equipment 
s (Servers) 

1.1 ually to the 
foll
i) estminster CCTV 

 at the 
n 

 optic or similar third party 
. 

ii) -alone 
onitoring, 

iii) hich are 
amera units temporally deported on appropriate 

er the mobile 
monitoring unit. 

 digital recording 
 mobile 

iv) ity 
o the 

OCTV units in that they are stand-alone units temporally 
attached to lamp columns. The WiFi units transmit their images 
and receive their control instructions again by wireless to a 
nearby wireless node from where the signals are sent over third 
party data lines to a computer server within the Westminster City 
Council internal network (intranet). This server is the recording 

Copy of the Code 
1.9. A copy of this Code of Practice
and externally on the We
Whistle blowing procedure 
1.10. The System Operator operates a whistle blowing procedure

through th
Definitions  

1. The following offers an ex

1.11.1. The System Comprises 
i) the CCTV cameras and their individual mountings 
ii) the image processors and real time monitors 

the time lapse and rea
iv) the computer operating and storage system
v) the transmission equipment 
vi) the mode of transmission – direct cable or wireless 

1.2. Reference to the System in this Code applies eq
owing individual applications: 

the ‘Fixed’ CCTV System, operated by the W
Trust and  monitored from the CCTV Control Room
Trocadero – these cameras are either building or colum
mounted and linked over a fibre
transmission link directly to the CCTV Control Room
the vehicle-based CCTV systems – which are stand
camera systems mounted on a vehicle with on-board m
control and record/play-back facilities  
the re-deployable (GSM) camera units (OCTV)  - w
self-contained c
lamp columns which are linked by wireless i.e. ov
telephone (GSM) network to a dedicated remote 
The camera unit may also include an integrated
unit, which can similarly be integrated remotely via the
telephone network.  
the WiFi enabled cameras deployed by Westminster C
Council as part of an initial pilot project – are similar t
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ribution hub 
d control functions to approved 

on Act 
rmines the 

, and the manner in which any personal data are, or 

1.11.4. The Data Processor is the person or company who processes 

rded material (images ) will be classified as Data 
1.11 r its 
op
i) V cameras (with the exception of the “LBI” Bus 

Lane Enforcement Cameras ), vehicle based cameras and the 
ctor of 

unity Protection 
ii)  the ownership of the Chief 

 are under the 

 for the System 

e for the 
puter 

istrator will also 
 as the Data Processor   

stem Owner 
will be directly responsible to the System 

a 

e CCTV Operator is the duty operator who is trained to 
operate the  System equipment. 

esponsible 
d Code and 

mendations for 

. 
1.11.12. Recorded or Archive Material means any material recorded 
to ‘archive’ by, or as the result of, technical equipment, which forms 
part of the System, but specifically includes images recorded on 
videotape, digital formats including DVD, CD or computer integral disc 
or by way of copying onto similar formats including still prints.   

or archiving media for this system and also the dist
for distributing the images an
monitoring stations on the network. 

1.11.3. Data Controller for the purposes of the Data Protecti
1998 is Westminster City Council.  The Data Controller dete
purpose for which
are to be, processed.  

personal data on behalf of the Data Controller.  
1.11.5. All reco

.6. The Owner of the System has overall responsibility fo
eration.  

The ‘fixed’ CCT

OCTV units are under the ‘ownership of  the Dire
Comm

The WiFi cameras are under
Executive 

iii) The LBI Bus Lane Enforcement Cameras
ownership of the Director of Parking. 

1.11.7. The System Manager is the person responsible
as a whole.  The System Manager may appoint a deputy. 
1.11.8. The System Administrator is the person responsibl
administration of that part of the System that relates to Com
Servers and their access protocols. The System Admin
be known
1.11.9. The System Operator will be appointed by the Sy
to operate the system and 
Manager. The System Operator will also be known as the Dat
Processor   
1.11.10. Th

1.11.11. .The System Auditor (and nominated deputy) is r
for providing an account of the operation of the scheme an
SOP, which tests compliance and is the basis of recom
good practice. 
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g individual 
ith other 

ssession of, or is likely to come into the 

 the same meaning as that defined in the Data 

ying out 
any operation or set of operations on the information or data, including: 

formation or 

e information or data 
ion, 

therwise making available, 
 or destruction of 

de is the WCC Code of Practice to the 
ates the use 

de are also available to 

ontrol 
d within the Trocadero, Piccadilly Circus.  

 a 
hat is not within the CCTV 

Control Room 
1.11.18. Reference to the vehicle-based CCTV unit also includes the 
monitoring or control function integral to that vehicle 

1.11.13. Personal Data means data, which relates to a livin
who can be identified from those data, either on its own or w
information, which is in the po
possession of, the Data Controller. 
1.11.14. Processing has
Protection Act 1998, namely:  
Obt in arra ing, recording or holding the information or data or c

• Organisation, adaptation or alteration of the in
data, 
• Retrieval, consultation or use of th
• Disclosure of the information or data by transmiss
dissemination or o
• Alignment, combination, blocking, erasure
the information or data. 

1.11.15. The RIPA Co
Regulation of Investigatory Powers Act 2000, which regul
of covert surveillance. Copies of the RIPA Co
the public (see 1.9 above) 
1.11.16. Reference to the CCTV Control Room means the c
room locate
1.11.17. Reference to a Satellite Monitoring Station means
secondary monitoring or a viewing location t
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2. THE SYSTEM 

tminster. 
s are for cameras linked to a cabled transmission 

serv
2 d the 

cester 
ovent Garden. 

 there are Housing Estate cameras at Avenue Gardens 
round 

i) alled under the 
forcement 

project. These CCTV cameras will be accessible to the 
 of  

separate control room.  
2 ppropriate 

’ 
ated for 

o appropriate 
ic senior officer ‘tasking’ 

d in and 
its) and 

Churchill Gardens Estate (10 units).  
:- digital format 

 analogue 

d are classed 
of the 

usive 
t

Cameras and Area of Coverage 
2.1. Cameras are placed at various locations in the City of Wes
The majority of installation

ice from ‘fixed’ positions.  
.1.1. The ‘fixed’ CCTV cameras are mainly distributed aroun

‘West End’ – Oxford Street, Regent Street, Piccadilly, Lei
Square, Soho, China Town, Trafalgar Square and C
Additionally
and within Orange Park as well as the street cameras a
Church Street.  

Additional  ‘fixed’ CCTV cameras have been inst
remit of the London Bus Initiative (LBI) Bus Lane En

Trocadero operators but will also have their own team
specialist enforcement operators in a 

.1.2. The vehicle-based CCTV systems are deployed as a
around the City following senior officer ‘tasking

2.1.3. The OCTV (GSM) re-deployable units are similarly loc
limited periods of times around the City, attached t
lamp-columns following specif

2.1.4. The WiFi enabled camera units are initially to be locate
around Soho (20 units), Lisson Green Estate (10 un

2.2. The transmitted images are recorded in various formats
on computer hard discs or DVDs / CDs / mini DVs and also in
format on video tape (VHS or SVHS) . 
2.3. Most of the cameras have a remote control capability an
as fully operational with Pan / Tilt / Zoom facilities whilst a few are 
‘static’ type in that they cannot be remotely manoeuvred or controlled.  
2.4. Cameras shall not be used to look into private residential or 
commercial property. This type of activity would be defined as "Intr
Surveillance" under RIPA and the City Council is no  authorised to carry out 
this type of surveillance. To minimise the risk of this happening collaterally,  
“Privacy Zones” may be programmed into the System as required in order to 
ensure that the cameras cannot survey the interior of any private residential or 
commercial property within range of the  System. These zones may only be 
altered by the authorised System Manager or Administrator 
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 when  it 
amera in the 

llance, 
horised under 
inistrator 

ved  and the 
 as the 

particular activity has been concluded. Any subsequent footage should be 
pas they will retain responsibility for it. 
 Monitoring and Recording Facilities 
2.6. D   

2 es via a cable 
 they can be 

2 hicle-based systems, do not transmit images externally 
ges are 

 operating 

2 e mobile 
telephone network back to a dedicated receiving laptop PC with 

icated 8-
in the 

2 cil’s internal 
 the central NVRS server around the 

toring 
 the archive 

 from 
etwork 

2.7. Secondary monitoring (Satellite Monitoring Stations) of the System will 
be subject to this Code of Practice together with the systems Standard 
Operating Procedures (SOP)  and any relevant site instruction, which details 
specific requirements for the remote stations. 

2.5. Notwithstanding paragraph 2.4,  there may be circumstances
will be necessary to suspend a  privacy zone in order to utilise a c
detection or prevention of crime. As this will result in Intrusive Survei
only the Police or one of the other Public Authorities who are aut
RIPA, could undertake this activity. The System Manager or Adm
must be satisfied that a proper authorisation for Intrusive Surveillance has 
been submitted before agreeing to the privacy zones being remo
System must be returned to its original privacy operation as soon

sed to the Authorised Authority and 

ifferent methods of transmission operate within each system
.6.1. the ‘fixed’ system cameras transmit imag

infrastructure back to the central Control Room, where
viewed and stored in a digital archive for 31 days   

.6.2. the ve
but record data within each vehicle, however the ima
stored on VHS tape and stored according to the system
procedure. 

.6.3. the OCTV (GSM) system transmits images over th

the appropriate modem connection. There is also a ded
day hard drive digital storage component contained with
camera unit 

.6.4. the WiFi system images are fed into the City Coun
network and distributed from
WCC intranet to approved user PC’s at the satellite moni
stations. The main NVRS server also functions as
storage of the recorded images which can be accessed
approved PC’s around the n
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 it is the City Council stated 
CCT

2 y recorded in 
nto a 

l recording system and all images will be kept for a period of 

2 ded on the 
in both real-

e and time-lapse mode onto 3-hour SVHS videotape or digital 
iod of 31 

2 yed and for that duration 
only,  will initially record the images onto the integrated digital 

them be 
ciated portable PC 

 NVRS 

rded in real 
the discretion of the CCTV operators or as directed by the System 

nto dedicated real time recorders. This discretion is only to be 
identifies an 

the Data Protection Act 1998, signs must be 
eral public that 

ing place in the area, the reason for the 

oring 

t be aware 
 instance where the CCTV Operator is 

c nce of an 
ure of any 

A must be 

 Recording Policy 
2.8. Assuming all equipment is functioning

V policy and Data Protection registration that :- 
.8.1. All images from the fixed cameras will be constantl

time-lapse mode (not exceeding 2 frames per second)  o
digita
31 days. 

.8.2. Images from the vehicle-based cameras will be recor
on-board equipment during each surveillance period 
tim
recording system and all images will be kept for a per
days.  

.8.3. the OCTV (GSM) units, when deplo

storage contained within the camera unit. This can 
downloaded onto the asso

2.8.4. WiFi images are recorded in ‘real-time’ on the main
server and are kept for 31 days  

2.9. ‘Fixed’ system images from selected cameras may be reco
time, at 
Manager, o
exercised where the CCTV operator, as defined by this Code, 
incident.   
CCTV Signs 
2.10. In accordance with 
displayed which are clearly visible and legible notifying the gen
continuous CCTV monitoring is tak
monitoring and a contact telephone number. 
Covert use of CCTV cameras 
2.11. None of the cameras forming part of the public space monit
System are installed in a covert manner. 
2.12. Nevertheless, there may be times when an individual will no
that he/she is the subject of filming, for
dire ted by an investigating officer to carry out specific surveilla
individual’s movements. This is a necessary and fundamental feat
overt CCTV system and in those instances, the provisions of RIP
complied with, especially where the footage might be called upon to be used 
in evidence in any subsequent proceedings. 
2.13. In urgent cases, where the System is deployed as an immediate 
response to a current event, and where the purpose of the deployment is to 
secure personal data, then RIPA authorisation may be given orally, with a 
written record being made as soon as practicable thereafter.  
2.14. See Section 8 and the RIPA Code for further information. 
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Recording sound 
ty for 

ut these 
 All steps will be taken to ensure that 

rd the spoken word.  

s part of 
 fixed 

rol room. The 
, will always 

ordance with the Code 
exc ? Then 
under R

2 yed cameras 
. The 

loaded 
computer at the location. Their operation, 

although 
ese 

2.15.2. WiFi units are also designed as rapidly deployable cameras in 
 specific 

ork. 
yable and as 

Ope
2.16 before any 
rapid oyed.  The 
ope i

esults sought 
lved in carrying out the deployment, 

dentifying the person in charge 
eployment 

nts of data captured as a result of 
the deployment 

• outline contingency procedures 
• confirm that  
• where applicable, comply with the RIPA Code and ensure that the 

relevant authority has been obtained. 

The System on the whole does not record sound.  There is capabili
noise-monitoring units to be attached to the WiFi enabled cameras b
can only record noise levels/frequencies.
these monitors do not reco
Rapidly deployable cameras 
2.15. From time to time rapidly deployable cameras may be used a
this System.  These are individual cameras which can be temporarily
into specific locations and that can transmit data back to the cont
use of such cameras, and the data produced by virtue of their use
accord with the objectives of the System and in acc

ept where cameras are deployed for directed covert surveillance
IPA code – justified interference with human rights. 
.15.1. OCTV (GSM) cameras are used as rapidly deplo

and are not always connected into a permanent system
images are stored in the camera unit and are down
regularly to a laptop 
storage and recording policy will comply with this Code (
at present the recording policy does not say how long th
images will be stored for). 

that their images may be transmitted without the need for
site cabling to the nearest wireless node and thence into the 
netw

2.15.3. the vehicles may also be considered rapidly deplo
such will adhere to the Codes principles. 

ration Orders 
. The System Manager will prepare an operational order 
ly deployable cameras or the vehicle-based units are depl

rat onal order will: 
• clearly define the objectives of the deployment 
• outline the r
• outline the personnel invo

including i
• include communications arrangements surrounding the d
• set out the handling arrangeme
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3. ACCOUNTABILITY AND PUBLIC INFORMATION 

neral and 
ommunity 

f the System is subject to adequate supervision and scrutiny.  

vant 
 report.  

al report will be made available to anyone requesting it.  
ll be lodged at (name and address of libraries, stations, 

and One-stop shops).

TV control 
ricted in accordance 

 to those who 
unction 

one 
ior written 
ithin the 

aintain cameras on a long-range 
 to operational 

n occasions. 
ss to the Control Centre will be required to 

sign a Declaration of Confidentiality (see para 6.3) 
o make 

view specific stored material or give instruction to members of 

ure that only 
ges and that compliance with the DPA is not 

e Borough 
itan 

Complaints 
ception 

isorder 
Reduction and CCTV at: Room 57 Council House, 97 – 113 Marylebone Road 
NW1 5PT. The post holder will aim to acknowledge complaints in writing 
within seven days. 
3.9 During the WiFi pilot programme, the WiFi System Administrator will be 
responsible for all enquires and complaints regarding the WiFi System to 
whom all complaints should be addressed. 

General principle 
3.1 Legitimate public concerns exist over the use of CCTV in ge
many of the specific guidelines below are designed to satisfy the c
that the use o
Annual Report 
3.2 An annual report will be produced. Statistical and other rele
information, including any complaints made, will be included in the
Copies of the annu
Additional copies wi

 
Control Room Access 
3.3 For reasons of security and confidentiality, access to the CC
rooms including the Satellite Monitoring Stations are rest
with this Code.  Access to the Control Centre will only be given
need such access for official purposes i.e. to carry out some official f
and/or investigation for which they have personal responsibility ). 
3.4 However, in the interest of openness and accountability, any
wishing to visit the room may be permitted to do so, subject to the pr
approval of the System Manager.  Whilst these visitors are present w
control centre, operators will endeavour to m
view. However, in showing the capabilities of the system or due
use it is likely that images containing personal data will be seen o
Therefore, all persons given acce

 
3.5 General visitors to the control room will not be permitted t
requests to 
staff regarding the control of cameras. 
3.6 It is the responsibility of the Satellite Site Manager to ens
authorised staff view the ima
compromised. 
3.7 It should be noted that the Divisional Police stations within th
also have satellite viewing stations and are therefore under Metropol
Police Control as regards access 
Enquiries and 
3.8 Any enquiries or complaints regarding the System (with the ex
of the WiFi System) should be made to the Head of Crime and D
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actory  then 
r, in 

mplaints 
e referred 

t are available 
PT.   
during the 

initial pilot) will record all written complaints and report them to the System 
Owner quarterly.  These in turn will be included in the Annual Report.   

3.10 Should the initial response to the complaint be unsatisf
complainants will be given the opportunity to take the matter furthe
accordance with the City Council’s internal complaint procedure. Co
against individual members of the Metropolitan Police Service will b
to their complaint procedure.  Copies of the complaints bookle
from Room 57 Council House, 97 – 113 Marylebone Road NW1 5
3.11 The System Manager (and the WiFi System Administrator 



 

The Aver Consulting Sola Consulting Partnership for Westminster City Council – version V9 14

 

4. ASSESSMENT OF THE SYSTEM AND CODE OF 
PRACTICE 

 years to 
e system are being complied with and 

whether objectives are being achieved.  The evaluation will incorporate such 
thin  

 An assessment of the impact upon crime 

• An assessment of the impact on town centre business 

 areas without CCTV 

peration of the Code of Practice 

poses for which the system was established are still 

Compliance with the Code of Practice 
earing on the 

Monitoring 
ity for the 
plementation of 

Code of Practice and Manual. 

 the 
actice. 

4 o carry out an 
orded 

ers) 
 a responsibility 

. 
4.6 Regular ‘spot-check’ visits will be made to the Central control room to 
examine the control room documents to ensure that the CCTV Operator, 
System Operator, and System Manager are operating in accordance with this 
Code and the Manual. The Community Observers will be permitted access to 
the CCTV monitoring room, without prior notice.  Their findings will be 
reported to the Auditor and their visit recorded  

Evaluation 
4.1 The System will be independently evaluated once every two
establish whether the purposes of th

gs as (for example, but not limited to): 

•

• An assessment of neighbouring

• The views and opinions of the public 

• The o

• Whether the pur
relevant 

• Cost effectiveness 

• 
The results of the evaluation will be published and will have a b
future functioning, management and operation of the system. 

4.2 The System Operator will accept day-to-day responsibil
monitoring, operation and evaluation of the System and the im
this 

4.3 The System Manager will carry out regular (daily), checks on
document systems to ensure that the Manual is being put into pr

Audit 
4. The System Auditor may call unannounced at any time t
examination of the control room records, history and content of Rec
Material l. 

Independent Inspection 
4.5 A vetted independent body of individuals (Community Observ
drawn from the local community make regular visits and have
for inspecting the operation of the system
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munity Observers will be required to sign a declaration of 
confidentiality 
4.7 Com
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FFING & OPERATION OF THE CONTROL ROOM 
Primary Control 

erator, the 

operations on any of the equipment and products located within the CCTV 

5.2 Only authorised and trained CCTV Operators will carry out monitoring at 
onitoring station 

 to full 
l. 

5.4.   The System Manager or their departmental deputy is responsible for 
 with the British Security Industry Association 

Any person operating the cameras will act with integrity at all times. 
 key 

ctives of the System and shall be in compliance with this Code of 
Practice. 

 
ith the RIPA 

 system settings set 

uired for day to day control and operation of the System whether 

rsonnel should also comply with their specific individual 

tors will be fully trained in the use of each item of 

th a copy of this Code, the 
appropriate SOP, any relevant site instruction and the RIPA Code and will be 
given training to ensure compliance with each as far as is reasonably 
practicable at all times.  
5.8 The System Operator and each dedicated CCTV Operator will be 
required to undertake the SITO CCTV Control Room Operator’s Course and 
be given training in all relevant social and legal issues.   

5. STA

 
5.1 Only authorised and trained CCTV Operators, the System Op
System Manager or the System Manager’s Deputy will carry out monitoring 

Control Room.  
 

any satellite m
 
Security Vetting 
 
5.3. Before commencing , monitoring personnel will be subjected
security screening up to and including Metropolitan Police CTC leve
 

vetting all monitoring staff in line
Standard 7858 and/or any other Security Procedure. 
 
Control and operation of cameras 
 
5.1 
5.2 Every use of the cameras will accord with the purposes and
obje

5.3 Directed surveillance or surveillance which may otherwise be
considered to be covert will only be performed in accordance w
Code. 
5.4 Monitoring personnel are not permitted to change
by the System Manager or interfere with the equipment in any way other than 
that req
requested to by other Westminster personnel or not. 
5.5 Pe
requirements of their site instructions or SOP 
Training  
5.6 CCTV Opera
equipment; 
5.7 Each operator will be personally issued wi
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5.9 CCTV Operators will undertake continuation training on a regular basis. 

is Code 
which they refer, will 

ed to sign a declaration of confidentiality (see para 6.3). 

of their 
 the Code of 

rein, will be 
. 

uring 
ith the Code of 

sponsibility for 
 

nsidered a 
, if appropriate, 

em by the Police or other approved agencies 
ncident, the 

 which this 

nly requests made on the written authority of a police officer not 
o uest will 

st senior 
puty of equal 

om will 
ersonnel who are 

 agencies to 
all operation 
 

est may be 
take total control of the System in its entirety, including 

the staffing of the Control Room and personal control of all associated 
ers.  A 

lice officer 
 Assistant Commissioner (or person of equal 

standing) to the most senior officer of the System Owner (or designated 
deputy of equal standing).  
5.19 Joint operations in the Control Room involving the Police or other 
approved Government agencies may take place with the proper approval from 
the System Owner but all personnel involved in the joint operation shall be 
bound by the terms of this Code.  

Declaration of Confidentiality 
5.10 Every individual with any responsibility under the terms of th
and who has any involvement with the CCTV System to 
be requir
Discipline 
5.11 Each CCTV Operator will be subject to the disciplinary code 
appropriate employer.  Any breach by a CCTV Operator of
Practice or SOP, or of any aspect of confidentiality contained the
dealt with in accordance with the appropriate discipline regulations
5.12 The System Manager will accept primary responsibility for ens
there is no breach of security and CCTV Operators comply w
Practice and Manual.  The (System Operator) has day-to-day re
the management of the room and for enforcing the discipline rules.   
5.13 Non-compliance with this Code by any person will be co
severe breach of discipline and dealt with accordingly including
the instigation of criminal proceedings. 
Operation of the Syst
5.14 Under extreme circumstances e.g. a major public order i
Police may make a request to take control of part of the System to
Code of Practice applies.   
5.15 O
bel w the rank of Superintendent will be considered.  Any such req
only be accommodated on the personal written authority of the mo
representative of the System Owners (or designated de
standing). 
5.16 In the event of such a request being permitted, the Control Ro
continue to be staffed, and equipment operated by those p
authorised to do so and who fall within the terms of this section. 
5.17 It will also be permissible for police or other authorised
operate, after relevant training, monitoring stations within the over
without affecting the continued operation of the rest of the system.
5.18 In very extreme circumstances e.g. terrorist action, a requ
made for the Police to 

equipment, to the exclusion of all representatives of the System own
request for total exclusive control must be made in writing by a po
not below the rank of Deputy
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6. CONTROL ROOM SECURITY 

thorised 
er and sufficient reasons as previously stated in section 

control rooms 
stem 

tten notice.  Such visits will be made under the 
perator and will be recorded in the Visitor Book 
om. 

 sign a 

ed to 
ata that is being processed or being held within the centre. You are 

t you 
idential 

ny 
l data that comes to my attention while in the CCTV control room is 

protected from disclosure by the principles of the Act, that all persons 
chedule 1 

 respect that persons right to 

e to my 
 to anyone outside of the CCTV Control Room.” 

be positioned next to the door of all 
rs that 

s to the control room is restricted and that viewing of the monitors may 

uipment is 
in use.   
6.6 If the control room or associated equipment is to be left unattended for 
any reason it will be securely locked. 
6.7 The System Manager is responsible for ensuring access to the control 
room is in accordance with this Code and. 

 
 
 

Visits to the Control Room or Satellite Monitoring Stations 
6.1 Entry to the CCTV control room is not allowed, except for au
officers, without prop
3.3 to 3.6 of this Code.  
6.2 To ensure security and confidentiality, visits to the CCTV 
are restricted and will only be allowed with the approval of the Sy
Manager and with prior wri
supervision of the CCTV O
kept in the CCTV control ro
Declaration of Confidentiality 
6.3 All visitors to the CCTV control room will be required to
Declaration of Confidentiality which states: 
“Access to the CCTV control room may mean that you are expos
personal d
therefore required to sign as a condition of entry to confirm tha
understand the obligations placed upon you in relation to that conf
information: 
I understand that in accordance with the Data Protection Act 1998, a
persona

captured on CCTV have a right to privacy by virtue of Article 8 of S
to the Human Rights Act 1998 and I undertake to
privacy.   
I, therefore, agree not to disclose any personal details that may com
attention
6.4 A restricted access notice must 
Control Rooms, including satellite monitoring stations advising visito
acces
be denied. 
Security 
6.5 Authorised personnel will be present at all times when the eq
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7. HANDLING OF RECORDED MATERIAL 

ing 
specially as the key objective of 

 to the 
tion that 

very day activities, is handled with 
due gar mily life, as 
well

uld be treated strictly in accordance with this 
Co  control 

 
 particular 

rictly for 

 by a signed 
aut  authority 

e released or used for 
rcial purposes or for the provision of entertainment.  

 public will 
his Code and the law. 

ned for a period of 

be magnetically 
 used a 
yed.  
ill be used to 

cessarily after 31 days.   
6 tage 

ed safe 
r the 

direction and supervision of the System Manager. 
7.7 The CCTV Operator who recorded the evidence may be required to 
produce a witness statement. In some instances, the Operator may also be 
required to attend court and give oral evidence, although any such evidence 
should be limited to confirmation that the equipment was used and the data 
recorded by the Operator.  
 

Guiding Principles 
7.1 All information recorded by the System has the potential of be
material that has to be admitted in evidence, e
the System is the detection and prevention of crime. 
7.2 It is critical therefore that all residents, businesses and visitors
area of CCTV coverage must have total confidence that any informa
may be recorded while they go about their e

 re d to their individual right to respect for their private and fa
 as in accordance with the following guidelines: 

i) All information sho
de and the Manual, from the moment it is delivered to the

room until its final destruction;
ii) The audit trail of Recorded Material will ensure that a
image can be identified at any time; 
iii) Access to, and the use of, Recorded Material will be st
the purposes defined in this Code of Practice only; 
iv) Under no circumstances, whether supported

hority from a Council Officer, Policeman or other purported
shall recorded material  be copied, sold, otherwis
comme
v) The showing of Recorded Material to members of the
take place only in accordance with t

Data Retention 
7.3 Recorded Material will be stored securely and retai
31 days before being destroyed and overwritten.  
7.4 Where video recording (analogue) is used these will 
erased (de-gaussed) after 31 days and each tape will only be
maximum of 12 times, after which it will be erased and destro
7.5 Where digital recording is used, an  'overwrite' facility w
ensure out of date data is not retained unne
7. Where court proceedings are instigated and the CCTV foo
becomes evidence, the data will be extracted from the System, clearly 
labelled and made tamper-proof and will be kept securely in a lock
until required at court. The release of data will be carried out unde
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plied to the 
ority to 

ectives as set 
ill be 

 the authority of the Systems Manager and in accordance 

 by this 
ystem Manager.  The System 

 the Data 

ontain 
ata has 

d from the 
Data Controller must ensure that no such 

e achieved 
not be 

 who 
 authority to 
 with this 

Code, release details of recorded information to the media, only in an effort to 
ith the 
nager 

 make use of Recorded Material for the training 
and education of those involved in the operation and management of CCTV 
Systems, and for those involved in the investigation, prevention and detection 
of crime. Any such use of Recorded Material will only be used for bona fide 
training and education purposes. 

7.8 Both evidential and working copies of images may be sup
Police or other enforcement agencies, which have a statutory auth
investigate and/or prosecute offences, within the systems obj
out in para 1.4. Neither evidential nor working copies of images w
released without
with paragraph 8.3. 
Release of data to a third party 
7.9 Every request for the release of personal data generated
System will be channelled through the S
Manager will ensure the principles to this Code, and specifically
Protection Principles, are followed at all times. 
7.10 Where there is a risk that data passed to a third party may c
personal data of an individual from whom consent to disclose such d
not been obtained; and where release of such data is not exempte
Data Protection Principles, then the 
individual can be identified from the released data. This should b
by using appropriate editing techniques  so that such individuals can
identified on the recording (i.e. pixelation). 
7.11 Members of the Police service or other enforcement agencies
have been designated to investigate incidents or have a statutory
investigate and/or prosecute offences may, subject to compliance

identify alleged offenders or potential witnesses.  This will only be w
joint agreement of the investigating police officer and the System Ma
and for which a licence will be issued.   
7.12 It may be beneficial to
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8. DATA PROTECTION, HUMAN RIGHTS AND PRIVACY 

tified of the existence of the 

 processed in accordance with the principles of 
the ta P

i) y; 
ii) ained only for specific and lawful 

nner 

iii) rsonal data will only be held  which is adequate, relevant and 
ata is  

iv) urate and, 

v) all  be held for 

vi) ividuals will be allowed access to information held about them 
t, in 
Section 

sures will 
ful processing of 

 or damage 

 Data Controller is under a duty to comply with these principles and 
remains responsible for the actions of any third party Data Processor. 

t by a 
rocessor will only be by written contract, which obliges the 

Data Processor to comply with the Seventh Data Protection Principle (see 
 

tection Act and the 
ouncils 

 been 
incorporated into UK law by the Human Rights Act 1998. One of the 
fundamental rights is that everyone has the right to respect for private and 
family life, home and correspondence.  
8.6 However, this is not an absolute right, which means that a public 
authority can interfere with this right, provided such interference is in 
accordance with the specified grounds. One of these grounds is the 

Data Protection  
8.1 The Information Commissioner has been no
System in accordance with the Data Protection Act 1998.  
8.2 All personal data will be

Da rotection Act, as follows: 
personal data shall be processed fairly and lawfull
personal data shall be obt
purposes and shall not be further processed in any ma
incompatible with that purpose;  
Pe
not excessive in relation to the purpose for which the d
held; 
steps will be taken to ensure that personal data is acc
where necessary, kept up to date; 
personal data that is retained for any purpose sh
no longer than is necessary for the purpose ; 
ind
and, where appropriate, permitted to correct or erase i
accordance with the Data Subjects’ Access rights (see 
10);   

vii) Appropriately technical and secure organisational mea
be put in place to prevent unauthorised or unlaw
personal data and accidental loss or destruction of,
to, personal data.  

8.3 The

Therefore, the Data Controller will ensure that processing carried ou
third party Data P

8.2vii above)
8.4 Further information on compliance with the Date Pro
handling of Subject Access Requests can be found on the City C
Website (The Wire) 
Human Rights 
8.5 The European Convention of Human Rights has now
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tion of disorder or crime, but the interference must be proportionate to 

e 
tion, but this 

grounds of its 
 

will respect an 
acy and any interference with that right will be in 

uidelines and will be proportionate to the 

re subject to this Act. 
nd the handling of information 

ht to 
e.  

ed in line 
ibed as 

pply.  
However, the System is capable of being deployed for directed covert 

 filmed for 
ation 

, the Act will 

 is being 
pecific purpose and where specific individuals are going to be 

filmed  the CCTV Operator must be in possession of  an official RIPA 
authorisation from the  relevant agency. A copy of the authorisation must be 
retained for the records of the Control Room and brought to the attention of 
the Control Room manager.   Please refer to the RIPA Code of Practice for 
further information. 

 

preven
that aim. 
8.7 By its very nature, the use of a CCTV System will result in th
surveillance of individuals, and is likely to record private informa
can be a justified interference of the right to privacy on the 
predominant purpose, namely the prevention of crime and disorder.
8.8 Nevertheless, the System will be operated in a way that 
individual’s right to priv
accordance with the statutory g
objectives of the System.   
Freedom of Information Act 2000 
8.9 All records retained by the CCTV control room a
Further information about compliance with FoI a
requests can be found on the City Council Website (The Wire) 
Regulation of Investigatory Powers Act 2000 (RIPA) 
8.10 RIPA  provides guidelines for safeguarding an individual’s rig
privacy where a public authority undertakes covert surveillanc
8.11 It is generally accepted that provided the CCTV System is us
with the defined objectives (see 1.5), then the use would be descr
overt surveillance and as such the provisions of the Act will not a
8.12 
surveillance, where there is a  possibility that an individual will be
the purpose of a specific investigation or operation and private inform
about that individual will be obtained. In these circumstances
apply.  
8.13 For the avoidance of doubt,  in all cases where the System
deployed for a s
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9. DATA SUBJECT ACCESS REQUESTS 
Applying to view Recorded Material 

 recorded 
access to 

y of the Recorded Material containing his 

details such as the date, time, 
ment can 

 ached to 
st.  

ecorded Material after 31 days of the incident 
cordance 

 O  Systems 
Recorded 

9.1 An individual, who believes that his personal data has been
by the System, may make a request to the Data Controller to have 
that data, either by requesting a cop
personal data or by requesting a viewing.  
9.2 The individual must provide adequate 
location and a brief description of the incident. The recording equip
produce date/time indexing on recorded information.  
9.3 An example of the Data Subject Access Request Form is att
this Code and there is an administration charge of £10 for each reque
9.4 Requests to view R
cannot be processed as the material would have been erased in ac
with the 31-day rotation system.   
9.5 nce a request has been made to the Data Controller, the
Manager will be instructed to immediately set aside the relevant 
Material from the 31-day rotation system and label it accordingly.  
9.6 The Data Controller has 40 days within which to comp
request for access/viewing, during which time he will determine wh
individual making the req

ly with a 
ether the 

uest is the Data Subject. Accordingly, an individual 
will be asked to produce proof of identity, such as a passport, driver’s licence 
or s raph. If a vehicle is involved in 

vide  the 
cument. 

Exemptions to the Provision of Information 
9.7 Data Subject Access Requests can be refused if the personal 

i) the prevention or detection of crime 
ii) the apprehension or prosecution of offenders 

 thout the 
 that no 
. Where 

able, and/or  to process the data requires more 
effort than is reasonable in the circumstances, then a request for access may 
be refused.  
9.9 The Data Controller can also refuse a request for access if 
searching for the correct data would require disproportionate effort, for 
instance, where insufficient or inaccurate information has been provided by 
the Data Subject in their request.  

imilar document with an up-to-date photog
the request, the individual making the request will be asked to pro
vehicle registration do
 

data was processed for:  

iii) the assessment or collection of any tax or duty 
 
Disproportionate Effort 
9.8  The Data Controller cannot disclose third party data wi
consent of the third party and the Data Controller must ensure
individual other than the Data Subject can be identified from the data
this is not possible or practic
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given to 
ther non-disclosure would be likely to prejudice the data subject in any 

ts and 

9.10 In applying these exemptions, consideration must be 
whe
way. 
Each and every request for access will be assessed on its own meri
general ‘blanket exemptions’ should not be applied.  

equest is accepted the System Manager will arrange a 
rvised by 

en recorded in “time-lapse” mode, there 
idual has 

9.13 Where an individual may wish to produce the data recorded by 
mons or 

ave been 
Customs) 

ume the responsibility of any recorded evidence removed from the 
Control Room. This will be disclosed to the defendant (data subject) by the 
relevant prosecuting authority in accordance with the rules of disclosure of 
evidence.  

Request accepted 
9.11 If the r
convenient time and date for viewing to take place that will be supe
the Systems Manager. 
9.12 Where cameras have be
may be small gaps in the filming and the incident, which the indiv
requested to see, may not be filmed in full. 

the System as evidence in any court proceedings, a witness sum
court order will be required to release the Recorded Material. 
9.14 Where  criminal proceedings involving the data subject h
instigated then the relevant enforcement agency (e.g. WCC, police, 
, will ass
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10. CCTV COPY  PRINTS 

eady exist on 
ter of 
n by the 

g the full circumstances under 

S) prints, 

sed under the 
ties’).   

nts are released to the media, in an effort to identify alleged 
rdance 

. 
 A record will be maintained of all copy print productions in accordance 

with the SOP.  
  
 

 

Guiding Principles 
10.1 A copy print is a copy of an image or images which alr
videotape / computer disc.  Copy prints will not be taken as a mat
routine.  Each time a print is made it must be capable of justificatio
originator who will be responsible for recordin
which the print is taken in accordance with the SOP. 
10.2 Copy Prints can be made in a number of formats; video (VH
DVDs, CDs, mini DV tapes and still images 
10.3 Copy prints contain data and will therefore only be relea
terms paragraph 8.3 of to this Code (‘Release of data to third par
10.4 If pri
offenders or potential witnesses, full details will be recorded in acco
with the SOP
10.5
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